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1) EU ENISA(European Union Agency for Network and Information Security), Recommendations on shaping technology according to
GDPR provisions, An overview on data pseudonymisatin, November 2018

EU ENISA(European Union Agency for Network and Information Security), Pseudonymisation and best practices, November 2019
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O-1. 2257|(Micro Aggregation) GREELE
-HEEYE W ot B O oMo i gt=0] st 58 E =S SANMEIE, T
HE0f| Hlsto] X (7t 2 WSS Bl SO 2 K|
-BH T Lo EF RS AN stALE EX 2710l 4R 0|2t gto] Qo] Jielel Al
Ih540] EX|BH A0 B TRt 210l 29 A2
(M9 x|, Lto] 7|Zo2 SHRESS dAstn,
A ARV 2 ASZUE SEEY L B = THA|
xe | ol AS39 Xe | Lol AS3o
N 30CH 5,987,900 Mg 30CH 12,389,067
Mg 30CH 28,169,700 Mg 30CH 12,389,067
N 30CH 3,009,600 N 30CH 12,389,067
Ltz 30CH 4,607,300 Ltz 30CH 4,607,300
Ltz 30CH 3,560,800 Ltz 30CH 3,560,800
Ltz 30CH 2,940,100 Ltz 30CH 2,940,100
NE 30CH 6,088,400 NE 30CH 6,088,400
NE 30CH 2,789,200 NIES 30CH 2,789,200
NES 30CH 5,048,300 NIES 30CH 5,048,300
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71BEE XMl 7to|=2H!

l:lI-l:é—l

Lol 2 Ll w2
334 404 304 304
61M| 704 604 604
47H) 504 40M| 504]
664 704 60 704
40M| 40M| 40M| 40M|

| RYH0| HA 2+ UoH, XMESH=

2o i ch| atog) 2o ot cho| 2o

983,116,785 983,117,000 983,116,785 980,000,000

984,715,591 984,716,000 984,715,591 980,000,000

984,932,383 984.932.000 984,932,383 980,000,000

985,660,262 985,660,000 985,660,262 990,000,000

986,047,778 986,048,000 986,047,778 990,000,000
sy ge 2oy | st 2oy

0-2. 3 224 (Random Rounding) EZEELE]

-=X| HIOIHE Yolel =@l Xf2| 4~ MH| 4= 7|ZE 22 £2(round up) E= L2 (round

down)st= 71

=4 =
869,250 | woielaey | 900,000
4,559,120 | deroelated | 4,000,000
13,601,564 | ercglatey | 14,000,000
979,118 BEEEEEE 900,000
122,848,878 EEEESEEEH 120,000,000




4

@-3. 7l0f 222 (Controlled rounding) EZEENE]
-2k2d g A| gtel HEo| mat oLt 2| 2ol Y2l
o

g o
EHHE o 8ot7| 2ol f20 Bt SYEF 2t s HESt

X ARE Z2IMOE PG| o 1 ST SAH0 = MESH| 02{*H, 32 = U=
2Ol EXHOIX| S 4= U0 OFF| R0 M= & AFESHA| gb=2
(&) Ltolofl Chet Hr 2 A fI2e] A HWO0| 51M7t =|LE Ut 2tE s XEgot
< HW0| 50M|7F =|0] 2T CHEA| =10, 0ol P& ghg CHEX| 2t Y (H|0f)5to] B
LIOI7 fEut UK = == o
(Lol Udt 212 Hlof 2t2E
334 30AM 30AM
61 60A| 60A|
50| 50| 50
T2 TOM| TOM|
43N 40| 40|
44K 40| 50A| |
23AM| 20A] 20AM|
67 TOAM| TOAM|
68A| TOA| TOA|
49 50 50
o 51A Tt 504 o 51A
A 1510 A1 500 A 1510

@ 451 T g (Top and bottom coding) EEEENE]

-HRIEo E4E T HIO[HolIM U E0fl X% FEE B2 0| XS JHX|A| (o]
Al JHa 4 QIOD, 0[S W23t | SIsH M2 ol BES Jhl o Bte] HE ¥xet 59
e MBS AlEE S W= 7Y
| 99.7% |
| } 95% } |
68%

-1SD Mean +1SD
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71BEE XMl 7to|=2H!

© =& Yutsl(Local generalization) &EEELE!

-TH HEYYE & 5 € g=(5)0iM S0let gt TIIAL 2R e S0[Eoz I8l AlEy
EOIX|= 2 olig R20t LLIStE Moo AEds W= T[d
(H8) M2 X2l 30t & BX o LHE SHoi| I3 S0let g % SEYE L gFet

=
% £0let 22(28,169,700)01|2F 3,009,600 ~ 28,169,7002. £ H=Fot & = U5

X Lto| A53H X Ltol 253

Ma 30cH 5,987,900 Ma 30cH 3,009,600~28,169,700
Ma 30cH 28,169,700 Ma 30ch 3,009,600~28,169,700
Mz 30cH 3,009,600 Me 30cH 3,009,600~28,169,700
Lt 30cH 4,607,300 L 30CH 4,607,300

Ltz 30ch 3,560,800 Ltz 30ch 3,560,800

Lt 30cH 2,940,100 Lt 30CH 2,940,100

ME 30cH 6,088,400 MIE 30CH 6,088,400

MIZE 30ch 2,789,200 MIZE 30cH 2,789,200

ME 30CH 5,048,300 ME 30cH 5,048,300

O 2| 2 (Data range) EEEENE
-4X| H0|EIZ Qlo|9| £ 7|Z2| Q| (range) 2 MAsH= 7|HO 2 sl 2to #Q| F=

FHinterva) 22 EH

O =Xlof|o|E| sl (Categorization of character data)

-EAPR MEYE GEO| thel el g2z g etohs 7Y

== =
28 S0r22
71M7 S0IES
ps=| S01E2E
AFRIERS S0r2EF
4o} S0rEE




I

-

> Aooh: FYH 7tS Al LYot Al E2IES HESIH LA

O ¢S3HEncryption) EEELE]

¥ SO0 2 MEXHQ! LIS oH=EQIEUITIS R AS0|82 Mot 2t A X
@-1. U1k otSSHTwo-way encryption)
™ HEO| cHel Yzstet s otEl HEo| tiet S8t st st 71
5ot 5 55010 SYTHH|UT| 2 A5 otSH= AES, ARIA S CHAIZ|(Symmetric key) 241t
370712t 7HRIZ|E O|83H= RSA & HICHAIZ|(Asymmetric key) 2HAl O 2 TLEE|H, 7| (key)
Zefof] Fol Ee

o Jm

0

@-2. Uk bS5t - S EHY ol Algl4+(One-way encryption-Cryptographic hash function)
- Y20l Cifet e=etel M0t Jtsstn =20 et =5t ME0| 27hs0t =st 7|
- 7171 gl siAlet4=(MDC, Message Digest Code), 717+ = SiAl&t4=(MAC, Message
E(Salt)7t U= shAlg=2 72
S SHEHAIM2])E 2ol Chet S=ett E7tsst, st
= 20

-0
O
DR ME OHE YRS He WO Al 271551 5

>
c
=1
o
[}
=}
=
O
Q)
=5
o
>
O
o
(o
AP
Mk

OF

HAl 242t 0 (mapping) == 2702
7ts40] i X5

MUt

0-3. =MEZ= 2453 Order-preserving encryption)

-HETE Mot Ao &MV SUHA RXIEE Lot YA

- YootE JEolME HEFEO| &M7F [ X|E0f 215 2ol A7(0i| CHEt B 240
2R R et 240| Tt

o1 =
B 0|#7t Gl M S22l B8 7S o8 4= U

0jo

= AARIO| ~FO[ HOf LYSEX| Qo EE e A8 ol s}
HE Gl0| Yo otE HEL W AFE

= o=

=2 o
ot
Hu
ro
of

0-6.CIHM 258l Polymorphic encryption)
-7tEE | Bt Holg Kttty | Qe 2 THQIEE M2 CHE 7HEA 2] By
HEE MEsh= g
-HE WS Al MEZ CHE WA9| ol 71EM2|E XM EEof et EHQIEE CHE JHHEE
¥R A E

o
>
o]0
O
2

il
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71BEE XMl 7to|=2H!

O =2 £7HNoise addition) EHEELED
-FHQIF O Q2|9 %A S HBE FIHCISH | e St ot W
-XFE Hrat 24te] He LHollM &S0l FotE22
ClO|Ef gtats RS | IR0l R=3t H0|HZ 286t7| 22tste, st SHYE = St
TSS ArSSioFat (Ol AI 2 URIUXI0N +30[2He 0| =5 F715He AP ElFYUXI0| = +30/2H=
0| =5 Eofclof TH| QU0 H3t glS)

AEEA 237t HEFrdagy
2011-12-05 +3 2011-12-08
2016-08-09 2 2016-08-07
2009-02-11 5 2009-02-06
1998-05-27 6 1998-05-21
1991-06-18 +9 1991-06-27

@ =Z (X2 (Permutation) EHEENE!
B R |5P‘IW JHQl0| AHE|X| ot =2 H|O|E E RS stH= B

29 wzszr A9 2 A2 iZB10] AR E0] e ¥ glo| X
I*E7+6H% Ho_lzroa?éraﬂ

2 PHRZ =ME Mt U MY Fo| EQ

X | Uol AST(E) | ASTUEMWNY) | ASIUSTTE M)
Ng 30cH 5,987,900 2,789,200 3,009,600
A 30cH 8,169,700 4,607,300 5,987,900
e 30cH 3,009,600 5,987,900 8,169,700
Ltz 30cH 4,607,300 2,940,100 2,940,100
Lz 30cH 3,560,800 8,169,700 4,607,300
HES 30cH 2,940,100 5,048,300 3,560,800
e 30cH 6,088,400 3,009,600 2,789,200
e 30cH 2,789,200 3,560,800 5,048,300
e 30cH 5,048,300 6,088,400 6,088,400




4

. X} Mg LI HE
2421 HAAS 5,722,400 3,702,733 4641967
FH| *HiE Xy M2 Ltz HE
2430 HAAS 4,461,467 5,048,300 4219,600
EX|TISHLY X ME BES NB
RHEHSE 24t LRAS 5,722,400 3,702,733 4,641,967
© E235HTokenisation) EZEENE]
WIS AES 2~ Ql=HEE EFOZ Hel S NSO 2 M JHRIF EE KT AFESH Lilst=
JHQlof| ot Al S MM THRIHEE ESoh=7|&
(A Al S 7122 olAci A T HOILE L ottt AMRE elset Tlue F2
AHE
e e e HezHs Lol [slasa] aiztoigy
D1304365 o= Lt 01012345678 | 30M | 252 | 3,782,459
SN o3t SEfEE
M| 7| eliekel
e e e HEZHs Lol [slasa] eiztoigy
AD921648 Wzcd88qdp Lt 159-6857-6384 | 304l | 252 | 3,782,459
ekfhandkcosekrn

O (SAHHMT((P)RNG, (Pseudo) Random Number Generator)

A H[0]E]

- 20171 2424 10l T 50| EIHSSHD TS| G 2HS MASHs BPILIZOE Qlolo| £XIE
R

i ks FAHOR FAXO! BiRaAl 7} gl ole] A2 o|0jsin ZHEI AHEOZ Q2o
oft 2| ZIHE Beists 202 Helo| Hent 20| SUSHH B SUSH 0| LS|
TH2 0| R ho] MM Bhs
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71BEE XMl 7to|=2H!

3.7t

(0}:)
10
(03]
=t
L)
i
H0

¢t CHst 715(7|EL 71E)

O B=EZZE(Sampling) EEEENE

-CllOIE] FHIEE TH| BEE0| Ot F20i| RA2| 2| D= =& 52| 7|HE Solf ZTH YRS

EMsto] MAof chet M-S chalshs 7|

-SEN FEAZE UL HSEN FRAS YO R LIL0|X|H, 2tEX FE2Z0| EAX 2490
ool At

SSIEXN EEE QXM FRAS (2R FEEAE H 29 FEXE) AEX FEXE £3
FEEE S EEXES

-HISEX HEEZE Q0| HEXE IICt FEXS SIG FEXE SN HEXE S

- 7| ofLtel Bo[EAEI01Z) 2 AE g0l A HgtEat A2 4ol 8l &gl gEl
2o Hlo[EMez Bafth= 7|&

Record ID U= g4 Lto] ECEER EER2Y
1 Z0| F 33 817,250 66,300,000

2 SRl M 61 4,559,120 327,700,000

3 A F 50 13,601,564 41,300,000

4 oy F 70 979,118 64,600,000

5 el M 40 5,501,809 23,549,000

6 R M 43 609,622 13,900,000

; i ¢ l

Record ID o2 M Lto| RecordID | & HAZH S HEZH
1 0| F 33 1 817,250 66,300,000
2 =4y M 61 2 4,559,120 327,700,000
3 g F 50 3 13,601,564 41,300,000
4 olold F 70 4 979,118 64,600,000
5 HHEH M 40 5 5,501,809 23,549,000
6 e M 43 6 609,622 13,900,000




4

© XH$iC)|0|E{(Synthetic data) EHEELNE

|EHet RARSE SHIH SES 20l= 7H2| HIo[HE gt | ol 7Y =2
g2 24010 MZ2 HI0|HE ddst= 7Y

=2 oo
o

% 2= |O|E gk of 20i| w2t 2 Ko C|o|E (Fully Synthetic Data), £& e Ci|O|E
(Partially Synthetic Data), 5F0| 22| = X34 H|O|E{(Hybrid Synthetic Data) 2 &

O SHH|LE M (Homomorphic secret sharing) EZEELED
-AEEE = VB AHIISTEES HAIX 3
#0(share)* 2 CHA|

“I|UAILE AL St HARSE = UET
o

% A2 J1

S L2 B0l ofsh dgE = 7H ol

| XISH
=]

59
OIHK2IE HO[EIS] |0 AR 2

O k2 mzjo|tHA|(Differential privacy) @ZEEELE]
-E3 JHelof EHOFMEXIMOI‘EAE

OH2 H|O]EH|0] A E 2| (Query)of S of

2Kt &2 (Noise)2 715104 EH H9_9 Z.EIH 04 B2 o A gf

- 17 &=0] KjO|LI= T H|O[E{H[0| A 2] XO|(ZHE
23 2

EHOHH NEYEI LetEl

HO|SE w2 AEXHCZ UH 37| 0[51Q] A}0|S Z=F St 2 M X}0|of THE Xt
34 X

HI
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71BEE XMl 7to|=2k!

SO0|-E X2| Ak

1Y
> JHOIFIEIE JHAEIS S6 S5 408 2okz 4 gl HalHCiats ‘So|yer's So i2
X‘lEQI- AI}” 7=|o|--l-|_o:| 7H(I)_|2 Ol-ol. % ES o|%

= = AN
-of2p SOIEES| K S2 AHET JIHEE L oY K30l Mot Eptn x| Y

Itlﬂjl.ol

=
¢ SOl T HOJE2) HPI0A] 0| HOfit OF BH2 ZHo|Lt of 2 3t ol
2. S0/ AR
> S 7|2to| F017} 2HBHRIOA GHBHRTER| T2 (0] Y, Ui 1 T} 2K
LMot P
> ST T2io| A201210| MR o 300% HER FHE|0), X0l FA4(1-291)8t Zxforn
A= B
> MR P w2t SIS HR0IA ST Lo|Ch7H SRS A LIEs 2
3. 50/ B

> HEHO[ S0[ZE=3 AI_'DH&. e T4EIHE SS0[8010 HES £ A2
=l i

SfH, 9| ZILO| 3ATOHBEEHAL) Helol Hel 2E

" %m = 218 o
TAREE: 320 02 2HS MNP H9I2 220k, 2 €90l HISHE £ TAfsto!

Fo1) (xled, =) (Lol
32l Foi(ag) Ltol(M) W
A1 2,200 27 =301 S 10~20 4
Z| 22 3,400 27| =329 5 20~30 11
X3 4,600 Ry =2/9§ 1 30~40 21
Ep4 5,300 47 =301 S 40~50 18
Z| 5 10,000 27| =29 5 50~60 5
26 6,700 27| R 5 60~70 1
% 3A|30t 742 0|8 Sto] EE X X|of| ot E4BX(HIE)E X EH Lojof| E4BX(EIE)E
BiXol Hojt S013 2 olgetol S0z 2 7 sfof Solg= A=
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101

o
or
_ 300
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ofl | ofl | of) | ofl | 3& | of | ol | 2& | of | ol | oF
wr % i EEAEEIE IS S
P K “l o oco|lo|lo|ls|oc|lo|la|o|alo
o0 . S|lolo|loIx| oo xmI DS oD
._HO.” __-I/_l_ 67571700617398
i 3
~ [} S X X X ZIZNIZIRIZIZIZRIR
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H = g
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N0 o o ol | fof | 4ol | 4o | 4ot | ol | fof | 4ol | 4of | of | o
o - g & IESEESIESIES IR R E R R
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KO = 5 M 25
5 = S o 1 = [ oo oo | NN (NN
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A T =
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I.

O|FEE 23l 71l
THIE AH[SHA Mefot=

H X2| 7to|=et

=

=

|

Lt. & AtH|(Record suppression)

7t

orl | of | ofl | ofl MU; oH | ofl ol | of | ofl | ofl
¥ o) ol |o|od | S | od | o ol | ol | o | o
I o|lolo|lo|la|lo|o ol|lo|o|lo
S| ool |x|lo|lD S| S|S|D
O |~ ||~ | 3| 0| © ™M | O |0 | N
1 R NIRRT I |I<|X| <
= ol | of | ol | fof | o1 | fof | fof {of | 9 | 14 | 1]
KU RN Nl T B B B
o
o3 < R N N N N
<k W XX | XXX | R0 RO MO | RO | MO | MO
il
o
71 =
= o n unlul uvuln|ln 0| v |wn|n
™~ - BdEdibdbd b M|l |m o™
ol
KU
K
RO
~ ur AR A e e
o A._ ol | ol | =l | Tl DO ol | od DO ol | od | ol | od
3T a2 (S8 38lg8|8|s8|18|18|8
~ el R S PR Y =S R RN BN Rl i<l IS B IR
.rw R
A_| _ | | | e | | e e | e |
3 Sl S XIFIZIZIZNZIIZINZ]IZ0IZ0R
i fof |10 | {of [ {01 | of [ 4of |40l | 4of | {01 | 1of | f0f | fOf
OF R | BB R | ® | BB BB | R B
0 =
JE— IA|
O., = I
=] FI O [5o| O[O o ool NN NN (N[RN[R
0] ﬂxT.leJ.M.kluAlﬁoﬁoﬁoﬁoﬁoﬁoﬁo
2 &
N <
ok ul =
PO o nu u v wul un wvuiv M vlu|wn|wn
MW B ™o |ofo|o|om|omo|om|o|o
o
N~

102



I+

IH

tA A

b £t £4 02 M| (Combining a set of attributes into a single attribute)

~N

9|2 7O Melots Y

A Y2lo| BR2 B0 A

ol

lHds

o=z 35

st
=

b

S|
pul

0| 5]7{5104 71l A{H0| 7ts

(EHLS A oAl

u|r
<4

F || w | ﬂ ® ﬂ R
(e} (] o o o o (e} o o o (e} o
IsER=1R=3R=1E-AR=RR=AR i R=1R=R=1R=]
HMRMMREEIRNRRE R
101 | 10 | 401 [0 | Kd | Kd | 101 [ 0f | 401 | 40f | 101 | {of
e o v e e o o R R WA
O O[Ol ot Ol | N [ R[N I RN
T X |X|X|X|®|®|T|R|F| 7| RO
n [T9) [Te) n [T9) [Te) L [T9) [Ye) L [T9) LN
o o o o o on o o o on o o
o | o | o | an ﬂ o | ﬂ o | o | o | o
ool |od |2 | S | ol | o | S | o o | od | o
o|lo|lo|lols|lololas|lo|lo|lolo
S|olo|o|lx|lolSmn| SIS |olOD
I|<|<|< = | = TIXIX|IX|IX|X
101 | 40f | 11 | Hof e of [0 | 4o [ 1o | 1o | oA
R AR ] AR Rl
oo fom ool | xR ISIRIRIRIS
T T |X|X|X|®|®|®|®O|RO || =
L [T9) LN L LN LN L [Tg} LN L [Tg) [T}
o o o on o on on o o on o o
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2l(Local generalization)

b
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=
I+ 2= 7t

74 old

LEZ
s

(2 Lutsh(ATt 3) 718 oflAl)

Lt

71BEE XMl 7to|=2k!

oo |w|w ﬂ o | on ﬂ o o | on
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Ct. 22 Z7|(Micro Aggregation)

(B2 S 718 oA
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71BEE XMl 7to|=2t!

VAN HIFHOIOIE 718 x2] 715 2 oAl

X of2h 7ty - AP Nz2| 7= 2 HIEHH0IH 2 718 A 2| Al M2[xte] HaXHnE 2ol U - 2 Az et
HE7t =0I5 Sl 78 tARIRE, oHE*7f0|EEf°|01|H HAI=IX] g2 7|& 5 Ke2|Rte] Tt

et C|OJE] 28 20 -0l A AIREA 28 =+ AS
1. 34dEE
@oo|X| ZEY J|=

i

= 0[0[X| s21g (2 R §f 3 el

ZX:Tao Liand Lei Lin, Natural Face De-identification with Measurable Privacy(CV-COPS, 2019)

> B> V| 22 (Blurring), Z&ie}(Pixelization), OfAZ (Masking)

@ 0|0|x| E2{E(Blurring)
-GE{Q AKX} AIO|X:33EESD S
-HE2O EF 1B, 7IRAIRE S, HIOI2{EIZ Bilateral)s
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SCEECES
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X QEZto 2 79| JIQAIQH EEHA LE{O| B0[E] EfQ0] AFRE]
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7k Aot
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dle[f 1/8 | 1/4[1/8
glhli 1/16] 1/8 |1/16
QlEzt e
moror | 221 0IOIXIS] BT SIXI0IA OIS SO 3x3Hl0) 8 TlMztol ZOUZS
e TSt04 @ WAZES 23t o|0|X|Q| TAZOR ChA
HIO[E{ | « 912 O|0|X|Z2E] HThSt 0| R M|H3L D 0K = BES17| ot HO=
(bilateral) | Z7tat UTZ S| DEistoY B TAIZHS Hato|0|X|Q| TAZIOZ CHA

-FMEE HE EE, BE AO|X, FRARE BEHEAL BEHE SF S
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2 M2|El O|0|X|E & O|0[X|Z HE S/ 2 S75t 2|20

=2 = XA G4ol EAIN
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O

Hlete| 1 S

@ o|0|X| AL Pixelization) (=2XF0| 3 (Mosaic))
-0|0|X| E2{20| Wit LEQF QARSILE HlASt HHZHS s TlAlaeat oL |2t Mot FiH
Q& oMol E £0{3X3 eIl ciAsict= Ho| CHE
SZOMEE 2 HE LE AO|Z S

(S Hdot M| Al gm At

« & QCIF(Quarter Common Intermediate Format) $H4s|2| O|0|X| 37((176X 144
TS 24H|E)0l|l M R 2412)|QJOf 2| K= HSKSHD PCOJ|A THASHY [of Mgt
AV 2 Mot 571 O[0|X| ARZI0| CHSI] A2 St A 21, A8V ks ARt
SoIZA] £ 2E 50[ &S TASHA| 2|4 2f# 60|14 S YAIZLRE HA|
% £X 1 Michael Boyle 2| 221, the effects offiltered video on awareness and privacy(2000)
et oAl QIEL &ofl O|0|X| =212 8! Eldist XH2|7t 7kset OpenCV & 2t0|E2{2 Lt
AATE S0 ZIHEO] AN EA H2[2F 7S
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o
=
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E
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9
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tStod OJE =H|E Yot 4 =5 Sh= 7|
» O|0|X| &3t M=l FAt

3
& O[D[X|

= o[0|x|

A2t O[0IX|  S=otE Of0[X|

% =X Lihua Gong I 321, Image compression-encryption algorithms by combining hyper-chaotic system
with discrete fractional random transform(Optics and Laser Technology, 2018)

> O|0|X| o} 7|z O MBAIQIHAS 7|8t of ool B 9[X] 7|8 st

@ O| AT AQIHES} 7|8t 2tSSHDCT, Discrete Cosine Transform)
QNS FIH YUOE B0 5 2B s
Ht kS SH(Pixel location)

-ZMo] 9/X|S U

OI-

o TAlOf ufe} uf s WAJO 2 Tuists et

G gz g (Z2to|HA| EEY H0E Otol'd)

> KT ZefOolHA| 2 DS 2HGI KE2 E=2 Yot 7|2 Ksame ZHZE £
% &M E.M.Newton 2| 221, preserving privacy by de-identifying face images(2005)
> K-same 7| HO 2 Mz|El G4 0|0|X]

Original

# &KX 1R, Gross 2] 221, Integrating utility into face de-identification(2005)
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> K-same ZE2| 7iAM
-K-same ZEIS ELt 7HMSI0] 7HRIHE ES 9t REM9| #3*S Gh37| 22t K-Same-Select
DH S

*SH RIE(F, OI0IX| =2t +&) 0t 2F ok 219 7Y

=

il

% &= 1R, Gross @] 221, Integrating utility into face de-identification(2005)

-K-same Q| F= =S FX[SIHAM H|O[E] M| RiZet HE &717] fIdh 7|E HEO
29| O|XZ ATFSPL A MES M5t =St obfuscate) 715 S 2712 47
“oRd 2 EOLE HHO| HH¥= & OI0]X| e =0] gt

% &KX :T. Zhang, Privacy-preserving machine learning through data obfuscation(2018)

@ QIM|QIEl (Inpainting)
> & L 7HOI AlH HHE KAt = CHE SX| = BIE O 2 CHN[SIY MY BESoh= 7=
»O

20| 7[Ee= Me|E S ofn[x|

= 00X =l Z2faojnfx]  HRIE O|n|X]|

% & Takahiro Ogawa 2| 121, Image inpainting based on sparse representations with a perceptual
metric(2013)

> QHQIE 7]z THA| 7|t QI RIS, A Z|gh QI elE

)

-FYS i AN = E M E M = 52 RFES HIELZ Mes 4
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GAI0|E BYHYE 7HEXzE]
> A= HEY 7HF - QlHK 2| 7|z (De-identification without losing faces)
-HE =0 RAE HESIL =2 25| Zdts T, 2EE =2 £ XY 2ES
A8 St Chatel Ax(E & 2~3F)21 VISt =201 H] M@ 2 d= £42 i
.
= olo|x| K-same O|O|X]| S (il iaIPN
% &KX 1 Yuezun Li, De-identification Without Losing Faces(2019)
» AnonymousNet T2f| 9|3
-g= BEY O1E - AEXNE| 7|=2f =0t IS 2OIX|BF CHEO| 4THA EXE S50
CHE O[0IXIE 4y
i et =Xt

OlO|EIE|E| 7} 24|

X (1EH) 22 S8 =5, Q) 2lof 7|¢t

&4 =0}, 3EA) Al E 2=

AnonymousNet

2l o[0|x|

X :Tao Li 2/ 121, AnonymousNet: Natural Face De-ldentification with Measurable Privacy

= 7HE Cllo|Eo

(CV-COPS 2019)
> AlEHEd 7|gte| 22|52 28
-z AR Mo S8 &0t 2 215 SW 20| EE{2|E 28510 223 X2
¥ O|HE0|LE 2= L= SO s M= 28 S8t =7t B
> Al MCHE A MAT 7|8E DE(GAN, Generative Adversarial Networks)
-0|0[X|ol| M EEdHoFe HHS =X[2l610] H&ed H|O[E = X2 ot < 3l
2

=
0|22 FIISIALE THA A
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£ MEH
<At THAOIN BE USK|(SYS BIAES Uodhs AA Gl
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BAE ZAT CHA Bbxtel =3 Xt=)7 2e
e AH| 28 2120l S4 BlAsto] ofaist wAlZ AHBHs 212
=8 Hlot Afetel
2 A AHEH AHZI(EHEO| 9|X| Bl CHHE)2t
BIAE =2 AlZte EESHHM ABWEZO| SN 1M @4 A0]Q] 2HAS
LESIALL =&BE | Qlof 7|2 5 HE
© GMM(Gaussian Mixture Model) D 7|tto| S tH3} HiAl
- GAHE|M 2] K-same EHAlF At HIAE S2IM0I GMM DHE 7 |Bte| S4 gt 7|
- SR} QIA A|ARHO] HIAIHSHE SHOIA SAHLLHH L2 M50 2 AN| ofxte| Mg
QlAlgh o gli= BHH HIAlHSE SH2 R RS B2 Ofsie = US
-2 E S40| Yot CHA obxtol| OHEE|7 | thZol| ME CHE ofXtE FEe = Us
HIAEeE) SHS MNSt= 7 [sR B

O HMM(Hidden Markov Model) 7|22t TD-PSOLA(diphone Time-Domain Pitch
Synchronous Overlap and Add) 7|1&8 7|4IQ 2 $ 24 HE 4HA(DROPSY)

-HMMZ2 TD-PSOLA 7| 7|2t DROPSY ¥112|&

]

speeCi | FEATURE Dslﬁgé)g’: ] PHONETIC
DETECTION EXTRACTION RECOGNITION SEGMENTATIONS

HMM-BASED
SPEECH
I SYNTHESIS
DIPHONE
SPEECH
SYNTHESIS

% &K 1T Justin 2/ 521, Speaker de-identification using diphone recognition and speech
synthesis(2015)

- PitchScale SOLA(Synchronous Overlap and Add) &0 2|& (2&HA)

Input signal of Pitch shifted signal Pitch shifted signal
length / with length  alpha*/ with length / as
original
__ln) Re-sampling I’(n)»/ Time-Scaling I"(n

(alpha=N1/N2) (alpha=N2/N1)
1) @

Figure 4.4: Pitch Distortion Algorithm (two processes)

% 4] 1Y, Stylianou, Voice transformation : a survey(2009)

MEEIAE 2 H3HSTT, Speech To Text) 3 7}EX2]
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